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e A $# &7 F [2] $ 75 P [3-4]
110 * Poor Physical Security
5112 Ensuring data storage medium can not be easily )
removed.
Ensuring stored data is encrypted at rest.
5139 110 : Poor Physical Security -

Ensuring device can not be easily disassembled.
I3 * Insecure Network Services -
5322 Ensuring network ports or services are not exposed to

the internet via UPnP for example
5.5.1.2 - -

15



N =3 . i
O cvmmmnmans

3 PR

[1] TAICS TS-0014-1v1.0 : 2018 ¥ i 7 & S F X R B-% - 30 1 - B & R
[2] Open Web Application Security Project (OWASP) org., Top IoT Vulnerabilities [viewed 2018-
05-16]. Available at https : //www.owasp.org/index.php/Top IoT Vulnerabilities

[3] Open Network Video Interface Forum(ONVIF), Core Specification Version 16.12, Dec., 2016.
[4] Open Network Video Interface Forum(ONVIF), Advanced Security Service Version 1.3, Feb.,
2016.

16



O cvmmmnmans

TAICS TS-0014-2 v2.0:2018

Rk 3 sk
LN P R &
v1.0 2017/11/26 v1.0 d1ax
v2.0 2018/06/08 v2.0 415

17



SEEREXRRERS

Taiwan Association of Information and Communication Standards

o4t e BdtTHHPEEEERE 5198182 —
E 5+ +886-2-23567698

Email * secretariat@taics.org.tw

www.taics.org.tw



